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Secure Software Certification 
 

This certification documents that I, the undersigned, have personally reviewed the source code, built the 

release described below, and deployed that release to the production server for the 

https://app.xecret.io web app. To the best of my knowledge, the site contains no malware or 

exploitable loopholes to compromise customer secrets. In addition, the web application is designed not 

to send customer secrets across the wire, but rather firstly, to encrypt them and allow the user to print 

them on the client side, and secondly, to allow recovering and displaying them entirely on the client 

side. Such a client side approach can be audited and verified by any member of the public, as it does not 

depend on any "black box" functionality within the server. 

As long as customers follow Xecret's suggested best practices including offline use, the experience of 

generating and recovering Xecrets via app.xecret.io and the QR code sharing mechanism is a trustworthy 

experience that I would not hesitate to use myself to protect a valuable secret. 

As part of establishing a trusted baseline, I have recorded the SHA-256 hashes of end user visible scripts 

and publicly retrievable pages for app.xecret.io. 

All file contents are treated as binary data, and filenames are represented as UTF-8 for binary 

representation purposes. Text files are stored on disk as UTF-8 with no BOM header. The publicly visible 

paths are hashed as a root URL path excluding the domain name and https protocol specifier. 

Certification of review and approval: 
 

Name: Andrew Vogan   Signature: 

Role: Software Engineer 

Email: avogan@private.me 

Date: 2024-01-15 

 

Git revision of internal files: 

a2256623c64157cb68d96f32add8f25b6b05753c 

Summary hash of public facing files (details appended separately below):  

2bd28d11b452232a4924e25b10bdca123f131fda8a4a4c2832d28ad3ceb241a0 
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Appendix: public facing URLs and script files with SHA-256 content hashes: 
static/index.html:8fc7fb1fd347c80ea40feb6833f68b96c77bce728ccc490115e65a454de7c74f|sta

tic/admin/css/autocomplete.css:d2c2d4f848eb019f96d3ac8ad5318ad1c45200abb758095ded9af6e

b97f78e1e|static/admin/css/base.css:fab1361d89928ec7ad27b8395d7b4558efe82e8c0e66198b7a

684acb4298e803|static/admin/css/changelists.css:19567e9688ee3fefda38d65ec74135a006024b

1271b11adb204ac8e723688f73|static/admin/css/dashboard.css:bfdef3f1daa5bf6eddccabe2ad88

0930f9d7af7df09188a8b9bf70324995e381|static/admin/css/fonts.css:0c6b66a148c4998bc09994

671839174060c70df9a6270cbab31fcfa569e06f53|static/admin/css/forms.css:a9bfa42d479cffde

ae0f02a60d31f2beb871e9d57d0d0012411ec42c10b20832|static/admin/css/login.css:ffe8cf67b9

846a563c7bff3cbb847be690339c18d5715b1b5dc633c1c513319e|static/admin/css/nav_sidebar.cs

s:b826c6136e77fac26fa7f27afca15ad112ee7ecf9866672d28c3ef120b1c720e|static/admin/css/re

sponsive.css:324474f3b07a38c16095bee0bf8ab26e420deefcbea6b4cf6d869770dba86035|static/a

dmin/css/responsive_rtl.css:28a64caacb1e159ef91560329854fd4c278afab23f5a56c89df9f891d2

76dbcf|static/admin/css/rtl.css:920c7f4df9a6c9e2c4d829a464705e4e7cf41293ccb50555601d51

d2d5c12f76|static/admin/css/widgets.css:e54126ca68189988f022cd4b3fba5d4a26dc4c4d13687a

7e0a1f1a53860a2fab|static/admin/css/vendor/select2/select2.css:cf7d54fa0a7ec414cab25e3

91ec3ad86beb6f857d8ac121fca34a4bfe22ea4f5|static/admin/css/vendor/select2/select2.min.

css:044efea78208376302aad3808aaabdf3c2f7bdd80ba9d55c9e0e4d3baa7a3908|static/admin/js/a

ctions.js:413b82f3809325916571d02bd50d15cabb85b0b9a906f3f40ab950b2085d0cf2|static/admi

n/js/autocomplete.js:6612351ad1121e1017b831cada99ad0e6724069df572c95489c3fd5ceb51ec1b|

static/admin/js/calendar.js:a00e365de27d14e7cb4ca62cf3c64d44d123bb7bac063edd891cbb05c9

01da60|static/admin/js/cancel.js:1b23a19018615ab46844cf1732f82683d09d89179e6bd2082437e

27b16dc0d0a|static/admin/js/change_form.js:ac1105f02119afd6a695c38fff96af5619f457e808e

131285625d9430b3365d9|static/admin/js/collapse.js:33163b2e7231185eb0f0ffe21626ef035082

4713079a8a1fc2b583cf33bf089b|static/admin/js/core.js:acc14bc1815a434258f7dde85bff22dfb

17b8c111a3467efeebc7e643aa28e4b|static/admin/js/inlines.js:0eedfd09016abce852c1a6e5efc

cf85c19e97fbe3c1116e2b5f7ed7c5fd5be96|static/admin/js/jquery.init.js:1b7428bb6f932a09d

4554bb1ece96a2504a56c3448c399d40168668a3bafb770|static/admin/js/nav_sidebar.js:67bf537

83c1fb1a0887f0edca84052ab198f1e0c18e011b5ed1616cdc163afea|static/admin/js/popup_respon

se.js:7b8bbd2e1cf663334390642e3285e73cc6025543460ef6ad87d7f0ae9b5611d3|static/admin/js

/prepopulate.js:0e4c28ac31f50735e469cc2c1b8b2174d78b9572151b62341f827579cf7b401c|stati

c/admin/js/prepopulate_init.js:dc1942e10ee89eb052d07cfded093efc38197bc43a50c9c72ba815e

62bfb0f69|static/admin/js/SelectBox.js:ed53765d0681b0d35db31974d36db949091f8b5a725f174

7ffa370c92148f137|static/admin/js/SelectFilter2.js:f0877f2173efdad672a380bfbe04c4f7607

4acd338c3a64f5b3bcc1c97dafcd8|static/admin/js/urlify.js:d24f8624c4579b68a006faab5086b3

61b866511d4181cbcb03d57d7e6d1a6dc8|static/admin/js/admin/DateTimeShortcuts.js:c879020a

76ac18e8f90f097b882182ac635caaa2865832eeb5e68c91d0f70d1a|static/admin/js/admin/Related

ObjectLookups.js:f94a2cf84c5e09100fe0213dd3a6a0c29c896ad49d1b6939a77ccd55aed6252e|stat

ic/admin/js/vendor/jquery/jquery.js:37dcef803a3253294d3e8814f7b3f8965f6ab72f6a2a2503ca

dc5e691d67a07b|static/admin/js/vendor/jquery/jquery.min.js:080e3039135627b78d5e6a4f648

64d8728c0dc11206272fb59c4da245d91d4db|static/admin/js/vendor/select2/select2.full.js:e

a901877f4942f777f3e8a1a6cb1282f04decf75ea77b11d34f7e5fdfe4dc559|static/admin/js/vendor

/select2/select2.full.min.js:5fdd298fed81e6aa9feaeed11830971cc42f968aaa94e14449152c391

e40d1a0|static/admin/js/vendor/select2/i18n/af.js:42c19c6ff30cad7d3e5cad45d6ffbd4bf391

b234b131bdd0e7a6f04db8d13f08|static/admin/js/vendor/select2/i18n/ar.js:0ffad78c7b94075

496f8de569af482a055220c4d9441bd88231e715e3f462d30|static/admin/js/vendor/select2/i18n/

az.js:0862e5a1f1552d19e4f4e60716b2e8d769af26846b8ae0e824c69804796f479f|static/admin/js

/vendor/select2/i18n/bg.js:25925b9d8f64d83ad9727e9719ec97d8d9175dd1e2e6fa2460c4a53083a

0bf3d|static/admin/js/vendor/select2/i18n/bn.js:dfabde2274b296b557b6b8bbb9fd60e18c1d57

23d46daec7c1f5c296e30719eb|static/admin/js/vendor/select2/i18n/bs.js:0a7248a34027e8f1d

be02fca7f6536b2eefe36a223e2e4509c428492dbe2a731|static/admin/js/vendor/select2/i18n/ca

.js:38c6c328704f3179f65768c71aa17a0aa5ae2e3537c342af3d49e165c00fae04|static/admin/js/v

endor/select2/i18n/cs.js:f064c742d43e3cbcf6f6ec52d62080c112f8ea3a07bcaf78211a256556d9f

1c0|static/admin/js/vendor/select2/i18n/da.js:35b2ed3a4feaf2a52c53aec164f1d2cc40a3a1c9

a33b0e540d08ba7b9ff761c4|static/admin/js/vendor/select2/i18n/de.js:78d2229ef59b43cf27f

f321ce00f956e56eaa838787ced9979ecd145a3aa9a68|static/admin/js/vendor/select2/i18n/dsb.

js:e45de5d80592a406100186b0b50b81f40845741307bfa09c66e6fc06161c5586|static/admin/js/ve

ndor/select2/i18n/el.js:2b916cd2a05a2300373e1a63f5a5c9f68ec28ce1a4cdfd6392a04ebc82e97b
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86|static/admin/js/vendor/select2/i18n/en.js:5cd9a802ec4804ec064016218a5e0166c4c75d341

f0cd1731e53d835a4cc38a3|static/admin/js/vendor/select2/i18n/es.js:f2b9cdb1dc7acf5a054b

75012ea59f4dae1a344bb95888d0090e51c52ecb15c6|static/admin/js/vendor/select2/i18n/et.js

:ec8e44a9a8b9b48385bb8dfa2eb98151d43683aed963aa9f510451cedf097817|static/admin/js/vend

or/select2/i18n/eu.js:615ebf4d2fd935e2a4d44fdb8c61826323299476aa93cb69b6dc17f45374f87f

|static/admin/js/vendor/select2/i18n/fa.js:ef241a2859ee259b13c6eaac0217480c13f464e52e7

cbd25ea13d2edfd0d04c9|static/admin/js/vendor/select2/i18n/fi.js:a6db3df2b9096c1a086590

b7f0af6697fb4d7fbb7541682ccdd0d6ba2e0d3d32|static/admin/js/vendor/select2/i18n/fr.js:8

d44a1e576c2615716dd9bde6a8cb1f494a81c24e99e83094425883969eca9c3|static/admin/js/vendor

/select2/i18n/gl.js:a949d0af28fb40fab68c9a1764c48819405adc650382a9b6a2b185e1a39e030c|s

tatic/admin/js/vendor/select2/i18n/he.js:f82b2cd0a9213558253936fd036ef8340e06d5c688e66

a8bad0c7da70b3b94ba|static/admin/js/vendor/select2/i18n/hi.js:5ed6846d438575fdc68cfc1b

5af3c6156072852092c78c7ae768cc700e16e330|static/admin/js/vendor/select2/i18n/hr.js:13c

6678faf8e35c9169d36ba56cb28d13ca5ec9f047229bec22205a2317be194|static/admin/js/vendor/s

elect2/i18n/hsb.js:7ae86d7b2aece7cfe2b4bddb2614ae61a82b0b0aa169f3c5b244956f8708b9be|st

atic/admin/js/vendor/select2/i18n/hu.js:3f4594164ea0786da76c18f5c6782f3842c621ec2e5ced

629c383e7208cd3876|static/admin/js/vendor/select2/i18n/hy.js:7d6932d1a2dfce40476c87e24

f274d35d1b81acf02f6ac2adef6cc0885086786|static/admin/js/vendor/select2/i18n/id.js:1bd0

f3d60c6fad39a11a9769a92c934578b642ec4fe1ec1e5fc5bde87dbfa82f|static/admin/js/vendor/se

lect2/i18n/is.js:a1c360a2c99f3d7ae43f1bafd5d2f03b90277b8838aa89c85511a9008b642e0d|stat

ic/admin/js/vendor/select2/i18n/it.js:0289dd8a687779dfbb3f7357403eeb61be6e0e503c82951d

7a29aefcb85955ff|static/admin/js/vendor/select2/i18n/ja.js:e0f2550fb5284b63b91e4094051

60bd468cbf9b83f213bcf7296eb561e996b8f|static/admin/js/vendor/select2/i18n/ka.js:5d1a63

6bfecac1b97da59bba0168e44d7e0d39f865cc515d68c5015b6b5b582e|static/admin/js/vendor/sele

ct2/i18n/km.js:cd39c3cea68506d892485d688231acbc426ddcd9b4acdb3053d34d93c173ba40|static

/admin/js/vendor/select2/i18n/ko.js:bea146ce2bf7860e38a1109e36d90c4780d6964d2df419eb95

6315ac250306c5|static/admin/js/vendor/select2/i18n/lt.js:42da1f83288cc86ea3c034fe81bb7

77578919fe162217edd48a6bd47eda5d422|static/admin/js/vendor/select2/i18n/lv.js:78488e0b

9e8a37e286d98cafbb1cd8e81fb8d43d5a13067f0f0908b6b19b7510|static/admin/js/vendor/select

2/i18n/mk.js:3a6d286dee9f99631a68460ce9e4beebd269c17d64a6a94b4dd9d267ca994648|static/a

dmin/js/vendor/select2/i18n/ms.js:227cba6a26a668d1b298592e7244798bec9b0430b985f96b85cf

a22c7013fa77|static/admin/js/vendor/select2/i18n/nb.js:1b7007b0c1c1ce140aee5c73ab35e5e

da1474f4149dcaf82621dbca65e041248|static/admin/js/vendor/select2/i18n/ne.js:491b9d0eba

13c51725ebcbff65cc1c0d7337bbc6f42f537992d07e0cc7a926d7|static/admin/js/vendor/select2/

i18n/nl.js:8715b89ed79c2f633227e46b01c2fd2fa74e4a0e8e0915cdb47894e3031a43c7|static/adm

in/js/vendor/select2/i18n/pl.js:9d12d3698573365721b27cd7ea4e73271cf20d09dd8166013568e3

1fa6dd311d|static/admin/js/vendor/select2/i18n/ps.js:be5a619ac716dddfbdbc91e42319b7122

9c3c73cb54cff27d56ae6c3dc6a3d15|static/admin/js/vendor/select2/i18n/pt-

BR.js:d70dc9ee4a48209b025b9f53734c09fbf1fcd42ee88896b8c8e308cfeedfa102|static/admin/js

/vendor/select2/i18n/pt.js:6da61ccf09d0b7da2c23e6825b45cdd6f3e81df55353eff9f8c3b04b74b

0902c|static/admin/js/vendor/select2/i18n/ro.js:e8003002a0a56f916554a6c9813bd22b187ad4

1d1451c90e7c37ff9669b23061|static/admin/js/vendor/select2/i18n/ru.js:9f29e0fecc1f40059

5bb9aa6c5f3d74a438b22952b779c364faa3ffad368a11f|static/admin/js/vendor/select2/i18n/sk

.js:bcff70ffa1dbda3133d7fd9ab5a04fca84845aceae8fc069be103abb4d065cf7|static/admin/js/v

endor/select2/i18n/sl.js:e476a87bf8ed2aa29c4b2bbb30cfd91306eef863ee477add927d27da95bf0

753|static/admin/js/vendor/select2/i18n/sq.js:f9c1879a932189253fc3f0a804457389d5a42d33

0ae00980ae653d913ac2b50b|static/admin/js/vendor/select2/i18n/sr-

Cyrl.js:f0aae8f4bb986af8a20ea85151b31ebaccaedf5c90b3d1731ac0733a9eac2b68|static/admin/

js/vendor/select2/i18n/sr.js:96a9fbe38d0382163d5783d537c5080773e946815d358b2956bd53863

077badb|static/admin/js/vendor/select2/i18n/sv.js:c297c12194ba1a0b691e69ced094c7f88d8c

9be9a295b13f4a07e6f5cb91b2ea|static/admin/js/vendor/select2/i18n/th.js:d0722f83ab1df5d

b2c9b4e759029f184577d2ab26d18ed5913e4196729466aa9|static/admin/js/vendor/select2/i18n/

tk.js:a5dd81f4ed77109db02c749d2f56288f68927e39d81fc3de5d976196661f61aa|static/admin/js

/vendor/select2/i18n/tr.js:20026343eeed4c7f0a37b6f43b886b9b4e1e02f752ea1ab5d3f28204daf

e646d|static/admin/js/vendor/select2/i18n/uk.js:7785339bdab798cbcba5bde47d661a4997dd43

8e42a11b0cdecea14b759269ca|static/admin/js/vendor/select2/i18n/vi.js:1078f2566d8a3898f

bdac2e4202339a0a40a48de6fe4ea0ca33e2316ff08b827|static/admin/js/vendor/select2/i18n/zh

-



 

Secure Software Certification for https://app.xecret.io Release: a2256623c64157cb68d96f32add8f25b6b05753c Page 4 of 4 

CN.js:a01ce60720f4908a5c241031440a06f37333cc12d25c2cf2ef3063dedfe09101|static/admin/js

/vendor/select2/i18n/zh-

TW.js:eed141242e99183efe7ce0d34d14963d43d88a314c721c1df5788c7b90bb0331|static/admin/js

/vendor/xregexp/xregexp.js:8c58109c306fece54324d60904a6051d2210d2196542246e1e19273700d

fd0fa|static/admin/js/vendor/xregexp/xregexp.min.js:006338117168be9a819bde4f861254cfc1

b1e5114e3d21ac9a119c1385367b4f|static/css/app.css:8e262452c9053481f100bc8bf2636de6f384

4e4b948818202938127090c2cc61|static/css/chunk-

vendors.css:af3b59b0b365661ede92b75a5a805829304106c5c80a8b1e23cbb00fa97d9644|static/js

/app.js:2537cb3708b64489bca7e511432a0e0d3e0ae5f25497aaa8a2ceb4e84108861e|static/js/chu

nk-

2d0a4f5c.js:cf72866e1b61c0faea43c87115001b08942bd005e1f86e67236d116cde7d75f5|static/js

/chunk-

2d0b383c.js:c3001037f119d72f6fcb80b8475ee3d84ca90ba068596a205dd41a02f661a5d9|static/js

/chunk-

2d0ccf9b.js:4876d2b86e8d7f3aa8d99c954a058f2527ceaaa4265aeb55e04eb0c0f60f4082|static/js

/chunk-

2d0ced47.js:daed3cd80b281bf51716ec1131f4d3d918e01010431506a3a11838ea22f560e2|static/js

/chunk-

2d0dea77.js:71998377a498ffebe1aefa87e96ea23e919ae153d312335bf2a5fed321922195|static/js

/chunk-

2d21a407.js:410763a49d033d70fbd6236d245135cecfb3bd034e549ad5d379ddeb209d6e9c|static/js

/chunk-

2d21a92b.js:8092f1d0b8a5b9d305e5bb9673177a33d94f78af1fa9ed0487b08c4effb49c24|static/js

/chunk-

2d21f307.js:6f30e418a1bc532843b3e404424120ef661943a39aa2815d986f0c12b7e509ea|static/js

/chunk-

2d228ca6.js:5862e65e528c9edaef8ef929a235a727cfe6b8a1ec6933bb299a7f47ee05c0b4|static/js

/chunk-

2d229481.js:8b8dfc5319b281077098e8a13736a78afcdf3dd930c405fb9631b29ce2274348|static/js

/chunk-

2d22c73f.js:363f6b492c545b11353beee29ddcf1795fbc14da0dd4f608f25deb65edddbb26|static/js

/chunk-

2d22e0fd.js:b773ee3b301c6e883cacdea61eac3ab090b379eea95b3cf56c7e7d8adf6d506c|static/js

/chunk-

716697ea.js:1dd604db9ef78a3c96e24aba1ee4af25064fbebea9abcbde2438293f3733115c|static/js

/chunk-

8595daf4.js:55296a392a7db4a0c0a88b8651d3e1a45e0495e914ecb3d0e3130049d7486ba9|static/js

/chunk-

95fbc878.js:812d843791a7e895776331239c4e6548388c20016e96ce58d03d0f04b5689991|static/js

/chunk-

a7d39b12.js:1d10320b75b50d143c1e6fe460a1fd7f3eaa2b19f43d846d2c6f1f87d78e5b34|static/js

/chunk-

f220796a.js:24c38aaefc419b1d7180e1e7d06120dea807eec331ae0f395ec064a275eedca7|static/js

/chunk-

vendors.js:f6c034c9b25be2d739382128a55751ee30c031bc0001c60feb6a623726dd3dbd|static/js/

group-offline.js:86d41226527fb005c9a2236874aa550bf160aab0df7609b34bdabb766bac5da7 


